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1. Who we are and what this notice covers

WPdirectdebit Privacy Notice

1.1 https://wpdirectdebit.com (the “Website”) and the WPdirectdebit software are provided by
Togethernet Ltd (“we”/“us”/“our”), a company registered in England and Wales with company

number 07897299.

1.2 This notice explains what we do with personal information relating to you. It covers the Website,

the purchase and licensing of WPdirectdebit, and the support we provide. It forms part of our Terms

and Conditions.

1.3 You can contact us about anything in this notice at help@wpdirectdebit.com or on 020 80 90

7471.

1.4 An important distinction. In relation to the information described in this notice — the

information we hold about you as a customer or visitor — we are the controller. In relation to your

own customers’ information, which the software sends from your website directly to GoCardless,

you are the controller and we do not receive, store or have access to it in the ordinary course. Clause

9 of the End User Licence Agreement sets out that split in full.

1.5 You can browse most of the Website without giving us any information about yourself.

2. Information we collect and why

2.1 We collect the following:

Information

Why we collect it

Lawful basis

Your contact and business
details — name, business
or organisation, email
address, and the address
of your website

To answer enquiries, supply your Licence,
provide support, and send service messages
about your Licence

Performance of a contract with
you

Purchase and payment
records — what you
bought and when, your
subscription status, and
the customer reference
given to us by Stripe or
GoCardless

To take payment, manage renewals and
cancellations, and meet our accounting
obligations. We do not receive or store your
card details or bank details

Performance of a contract; legal
obligation (tax and accounting
records)

Your Licence Key and the
address of the website you
use it on

To provide downloads and updates, and to
check whether a Licence is current

Performance of a contract

Technical information sent
by the software when it
checks for updates — your

To deliver the correct updates and to
diagnose compatibility problems. No
information about your customers,

Performance of a contract; our
legitimate interest in supporting
and maintaining the software




Information Why we collect it Lawful basis

Licence Key, your website | payments or mandates is sent to us by this
address, and the versions | process

of the software,
WordPress and PHP in use

The email address of the To identify your connection and to support | Performance of a contract
GoCardless account you it
connect to the software

Support correspondence To answer your query, and to understand Performance of a contract; our
— what you send us when | and fix recurring problems legitimate interest in improving
you ask for help, and our the product

replies

Website usage To keep the Website working, and to Our legitimate interest
information collected by understand how it is used so we can (essential cookies); your
cookies — IP address, improve it consent (analytics cookies)

browser and device
information, and the
pages you view

2.2 Some older purchase records are held in the e-commerce system previously used on the
Website, for customers who bought earlier versions of WPdirectdebit.

2.3 We collect this information from you directly, automatically from the Website and from the
software when it checks for updates, and from Stripe and GoCardless when you pay or connect your
account. We do not buy personal information, and we do not obtain it from public registers or credit
reference agencies.

2.4 If you do not provide information we need in order to supply the Services, we may not be able to
supply them.

3. Marketing

3.1 If you have bought from us, we may email you about similar products and services of ours. You
can tell us to stop at any time — every such email includes an unsubscribe link, and you can also
email help@wpdirectdebit.com.

3.2 We do not sell or rent your information to anyone for marketing.

4, Who we share information with

4.1 We share personal information with the service providers that we use to run the business. They
act as our processors, act only on our instructions, and are not permitted to use the information for
their own purposes:

e Stripe and GoCardless, to take and manage payments;
¢ our web hosting provider, which hosts the Website and its database;

* Google, which provides the analytics used on the Website;



¢ our email provider, for the messages we send and receive.

4.2 We may also disclose personal information where we are legally required to do so, where it is
necessary for legal proceedings, or if our business or substantially all of its assets are acquired, in
which case customer information would be one of the transferred assets.

4.3 Some of these providers are outside the United Kingdom. Where information is transferred
outside the UK, we rely on the UK’s adequacy regulations, or on the International Data Transfer
Agreement or Addendum approved for use in the UK.

5. How long we keep it

5.1 Purchase, payment and licence records are kept for as long as your Licence is active and for six
years afterwards, so that we can meet our tax and accounting obligations.

5.2 Support correspondence is kept for up to two years after the matter is closed.

5.3 Website analytics information is kept for the period set in our Google Analytics account, and in
any event no longer than 26 months.

5.4 Where we no longer need information, we delete it.

6. Cookies

6.1 Cookies are small files placed on your device. The Website uses the following:

Cookie Purpose Type and duration
WordPress cookies Keep the Website working — signing in, Essential; session, or up to a
session handling, and remembering few days

progress through a form

Google Analytics (_ga and | Measures how visitors use the Website so Analytics; up to two years
related cookies) that we can improve it

6.2 Essential cookies are necessary for the Website to work. Analytics cookies are only set with your
consent, and you can withdraw that consent at any time by changing your cookie settings or by
clearing the cookies in your browser.

6.3 The WPdirectdebit software itself sets only the session cookies necessary for it to function on
your own website. Cookies set on your website by GoCardless, or by anything else you run there, are
your responsibility to disclose to your visitors.

6.4 To learn more about cookies generally, you may wish to visit www.allaboutcookies.org.

7. Keeping information secure

7.1 The Website is served over an encrypted connection, and we take reasonable technical and
organisational measures to protect personal information against loss, misuse and unauthorised
access.



7.2 No transmission over the internet can be guaranteed to be completely secure. Email in particular
is not secure unless it has been encrypted, so please do not send us passwords, API keys or bank
details by email.

7.3 The Website may link to other websites. We are not responsible for their content or their privacy
practices.

8. Your rights
8.1 Under data protection law you have the right to:
¢ ask for a copy of the personal information we hold about you;
¢ ask us to correct information that is inaccurate or incomplete;
¢ ask us to delete information where there is no good reason for us to keep it;

¢ object to our processing where we rely on legitimate interests, and to object at any time to
direct marketing;

¢ ask us to restrict how we use your information while a question about it is resolved;

¢ ask us to transfer your information to you or to another organisation in a machine-readable
format; and

¢ withdraw your consent at any time, where we rely on consent. This does not affect anything
we did before you withdrew it.

8.2 To exercise any of these rights, email us at help@wpdirectdebit.com. We will respond within one
month. If your request is complex, or you have made several, we may need longer, and we will tell
you if so.

8.3 There is no charge for exercising your rights. If a request is clearly unfounded, repetitive or
excessive we may charge a reasonable fee or refuse to act on it, and we will explain why.

8.4 We may need to ask you for information to confirm your identity before we act on a request.
This is a security measure.

9. Complaints

9.1 If you are unhappy with how we have handled your personal information, please tell us first at
help@wpdirectdebit.com so that we can put it right.

9.2 You also have the right to complain to the Information Commissioner’s Office, the UK
supervisory authority for data protection: www.ico.org.uk, helpline 0303 123 1113.

10. Changes to this notice

10.1 We may amend this notice from time to time. If we do, we will publish the amended version on
the Website and change the date at the top. Please check it from time to time.



10.2 This notice applies to personal information about individuals. It does not apply to information
we hold about companies and other organisations.



